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An Information Morals Education based on the User Traceability 
for Cellular Phones in Japanese High Schools
Hideo SUZUKI＊, Hiroshi YASUOKA＊, Hideo TSUBURAOKA＊,
Ken JINNO＊ and Noriko NIIJIMA＊＊
In recent years, the number of users of the BBS, bulletin board system, the blog, and the SNS, social networking 
service, are increasing rapidly along with the explosive spread of Facebook, Twitter, mixi, GREE and Mobage, and with the 
appearance of “smart phone,” a new type of the cellular phone.  The more high school students possess cellular phones, 
the more serious damage the students suffer: bullying, fraud and even sexual assaults and troubles, such as rape and juvenile 
prostitution.  On the other hand, by the anonymity of network, students can turn into not only victims but assailants easily. 
Once a student becomes an assailant, however, anonymity is lost and he/she can easily become a criminal.  Thus, using 
cellular phones involves taking risks of becoming a victim and an assailant. We authors have performed the information 
morals education of cellular phones over the past nine years at over 20 Japanese senior high schools.  Our lectures on the 
information morals education have been especially based on the user traceability for cellular phones, and are readily appealing 
to the students, including a demonstration of showing an IP address on PC/cellular phone's displays.  In this paper, we first 
classify and explain the complexity and seriousness of the social problems which arise as a consequence of using cellular 
phones.  Then we show principles for effective information morals education, based on authors' experiences of the lectures on 
information morals education so far.  We will be happy if this paper could help to support high school teachers, facing these 
serious problems every day.
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